The influence of cultural background on people's privacy decisions is widely recognized. However, a cross-cultural approach to predicting privacy decisions is still lacking. Our paper presents a first integrated cross-cultural privacy prediction model that merges cultural, demographic, attitudinal and contextual prediction. The model applies supervised machine learning to users' decisions on the collection of their personal data, collected from a large-scale quantitative study in eight different countries. We find that adding culture-related predictors (i.e. country of residence, language, Hofstede's cultural dimensions) to demographic, attitudinal and contextual predictors in the model can improve the prediction accuracy. Hofstede's variables -particularly individualism and indulgence -outperform country and language. We further apply generalized linear mixed-effect regression to explore possible interactions between culture and other predictors. We find indeed that the impact of contextual and attitudinal predictors varies between different cultures. The implications of such models in developing privacy-enabling technologies are discussed.
social, technical and regulatory approaches to support users in exercising control over their privacy should take these factors into account. To this end, some privacy researchers have proposed to segment users based on privacy-related factors [26] , such as demographics [11] or culture [13, 31] . In terms of culture, prior research has considered the country of residence [4] , the native language [45] , and cultural characteristics such as Hofstede's "cultural dimensions" [7, 11, 31] .
Other researchers instead endeavored to predict individual users' privacy decisions based on contextual and situational factors [8, 15, 46, 50] . Preliminary efforts exist to use these predictions to provide adaptive privacy decision support [16, 27] . Privacy prediction models are usually exclusively based on variables related to the immediate decision context.
While both streams of research have had considerable success, to our best knowledge no work has tried to combine the two into an integrated, cross-cultural prediction model. Previous studies that examined how demographic differences, privacy attitudes and contextual factors individually impact user privacy behaviors have not properly attended to their possible interaction with cultural background. Such a cross-cultural model would be of considerable interest though. As more organizations run their business globally, they need to deal with information privacy issues that extend beyond cultural boundaries.
In this paper, we present a cross-cultural privacy prediction model based on an online survey with 9625 participants from 8 different countries on four continents. Our main goal is to demonstrate the importance of incorporating cultural factors in privacy prediction, e.g. in websites that cater to audiences from different countries. We apply both machine learning and regression methods to predict users' agreement when organizations request their personal data. We are thereby specifically interested in the following research questions: RQ1: If demographic, attitudinal and contextual factors are used to predict users' acceptance of personal data collection, will the addition of culture-related features improve the predictions? RQ2: Which measurement of culture yields better prediction accuracy: country of residence, native language, or Hofstede's cultural dimensions?
RQ3: Do we need to consider the effects of contextual and attitudinal factors differently in different cultures?
To answer these questions, we test the improvement in the prediction accuracy of a privacy prediction model using different cultural predictors, in addition to demographic, attitudinal and contextual factors. We also examine the statistical significance of interactions between demographic, attitudinal, and contextual factors and culture in predicting disclosure tendencies. Below, we review the existing literature on determinants of users' privacy decisions. In Section 3, we first describe a supervised machine learning approach to establish our privacy prediction model using various combinations of determinants as predictors. Thereafter we present a generalized linear mixed-effect regression model to investigate interaction effects. Section 4 discusses our results and explains the impact of each determinant. In Section 5, we discuss the implications of our findings for future privacy research and the development of cross-cultural, context-aware privacy support systems.
Literature Review
In this section, we review the related literature on the influence of cultural factors on privacy concerns. A number of antecedents have been shown to be associated with privacy concerns, such as demographic differences [5, 40, 49] , contextual factors [25, 34] , and cultural climate [7, 11, 31] . With regard to demographics, it has been shown that women, particularly older women, generally had more concerns about their personal privacy than men [5, 11] , and people with higher education were more sensitive and aware of potential privacy issues [49] . In terms of contextual factors, the identity of the information inquirer, the type of the requested information [9, 28] , the social ties of the requester [9] , and the timing of the request have all been shown to strongly determine users' privacy preferences [8, 29] . In terms of culture, researchers have investigated the difference in personal information privacy concerns across nationalities [14] , and made suggestions how cultural differences should be taken into account in regulatory approaches [31, 32] . Whereas most existing cross-cultural privacy research focuses on attitudes, our work focuses on cultural predictors of individuals' behavioral intentions regarding privacy. Specifically, we consider the influence of country of residence, native language and Hofstede's cultural dimensions [20] as possible cultural antecedents of privacy decisions. Hofstede's dimensions are the result of a factor analysis at the level of country means of a comprehensive survey instrument, aimed at identifying systematic differences in national cultures. Their purpose is to measure culture in countries, societies, subgroups, and organizations; they are not meant to be regarded as psychological traits [19] .
Hofstede's dimensions were first developed in the 1960s and 1970s at IBM, and later enhanced by two new dimensions. Various studies validated the model by including other respondent groups such as students, managers, and pilots [17, 23] . Hofstede's most recent model identifies the following six cultural dimensions [21] : -Power distance (PDI) is the degree to which the less powerful members of a society accept and expect that power is distributed unequally. A high score of PDI indicates that people accept a hierarchical order; -Individualism (IND) is defined as a preference for a loosely-knit social framework in which individuals are expected to take care of only themselves and their immediate families. Low individualism is collectivism; -Masculinity (MAS) represents a preference in society for achievement, heroism, assertiveness and material rewards for success. Such society is more competitive. Its opposite, femininity, stands for a preference for cooperation, modesty, caring for the weak and quality of life; -Pragmatism (PRA) describes how a society has to maintain some links with its own past while dealing with the challenges of the present and future; -Uncertainty Avoidance (UAI) is the degree to which the members of a society feel uncomfortable with uncertainty and ambiguity; -Indulgence (IDL) stands for a society that allows relatively free gratification of basic and natural human drives related to enjoying life and having fun. Its opposite is restraint.
93 countries have meanwhile been scored along each of these dimensions, on a scale of 1 to 120. Hofstede's model has been successfully applied to studies about the influence of culture on privacy concerns. For example, Milberg et al. [32] found that power distance, individualism and masculinity had a positive effect on overall information privacy concerns, whereas uncertainty avoidance had a negative effect. Bellman et al. [7] found opposite results, namely that power distance, individualism and masculinity are negatively associated with privacy concerns, and that uncertainty has no significant effect. Posey et al. [38] and Miltgen and Peyrat-Guillard [33] found that focus groups in individualistic societies were more hesitant to disclose information than those in collectivistic societies. Similarly, Cho et al. [11] found that Internet users from highly individualistic cultures exhibited greater concerns about online privacy. Steenkamp and Geyskens [45] found that individualistic countries give more weight to privacy protection and customization than collectivistic countries. While research on the effect of culture on privacy concerns is plentiful, we note that only very few papers have tested the effects of country, language, and/or cultural dimensions on privacy decision prediction in concert with other non-cultural predictors. No study has yet discussed what culture measurement is more appropriate and why, nor considered whether the impact of non-cultural predictors on privacy decisions varies in different cultures. Our paper will fill these gaps.
Method

Data collection
Our data was collected through online surveys simultaneously distributed in Canada, China, Germany, the United States, the United Kingdom, Sweden, Australia and India. These eight countries were chosen to cover a wide range of the existing privacy/data protection landscape and social/cultural attitudes. Participants were recruited from an existing online panel maintained by Ipsos, which comprises over 4.5 million people in 46 countries and complies with ISO 20252.
The survey had been developed iteratively in earlier interviews and focus groups with 76 participants in four different countries [30] . It was conducted in the language of the participants. The translations were done by professional translators who were also native speakers. Semantic consistency between translations was ensured by qualitative pilot-testing in each country. Technical terms in the online survey were explained through mouse-over text.
The survey took between 20-25 minutes to complete. It first collected data about participants' demographics, and their attitudes on a number of topics in information privacy. Each attitudinal item was measured by multiple questions on a 7 or 5 point scale. These questions were subjected to a confirmatory factor analysis, and the factor scores were saved as input for the prediction models. The first two sections of Table A1 in the  Appendix summarize the demographic and attitudinal  items of the survey as well as the extracted attitudinal  factors. The next part of the survey presented descriptions of scenarios to participants in which their personal information was collected. Each scenario contained a combination of contextual factors: the type of personal data being collected, the collection method, and the device from which data is collected (these three factors are interrelated, and are therefore captured in a single contextual factor); the entity that is collecting the information; the usage purpose of the data; and value exchange from data collection. The third section of Table A1 For each shown scenario, participants were asked to indicate "whether the scenario as described would be acceptable or not acceptable to you" ("outcome variable" at the bottom of Table A1 ).
Regarding cultural factors, we consider country of residence and language (both measured as part of the demographics), as well as Hofstede's cultural dimensions (we used the most recent values for participants' country of residence from Hofstede's website). The forth section of Table A1 summarizes the cultural factors.
9,625 responses were received when the survey was administered to the multinational panel (about 1200 per country). The respondents ranged from 18 to 65 years old. Age and gender quotas were set within each country to ensure that the sample collected would be representa-tive of each country's online adult population. Table A2 in the Appendix shows some demographics by country, and Hofstede's cultural dimension values for these countries.
Supervised learning methods
We applied supervised machine learning to examine whether adding cultural predictors will improve the prediction performance and how (RQ1 and RQ2). We analyzed the data with Decision Trees [39] , a supervised learning technique which recursively separates instances in branches to form a tree structure. The construction of a decision tree is based on Information Gain (IG). IG calculates how useful a given feature is to distinguish the different categories of the outcome. Features with high IG will be the top nodes of the tree as they instantly separate the whole dataset into subsets.
Decision Trees can directly predict binary outcomes and indicate the accuracy of its predictions. It can produce a model with interpretable rules, and identify the features that most differentiate the outcomes. We used the software package WEKA [22] , which implements the J48 algorithm for Decision Trees. To avoid overfitting, i.e. the problem that our model might predict less well on a new dataset than our current dataset, we chose to perform tree pruning and a 10-fold cross-validation, where we randomly split our dataset into 10 smaller sets, trained a model using 9 of them, and validated the model on the remaining set. We ran 10 rounds of validation in total, and computed the performance measures of the classifier by averaging the accuracy and F-measure over the 10 rounds. Accuracy measures the overall percentage of correctly classified instances, while the F-measure is the average of precision and recall. As Figure 1 and Equations 1-4 show, recall measures the proportion of positives that are correctly predicted as such, and precision measures the proportion of correct predictions among the positive predictions. The Fmeasure is then the harmonic mean of these two metrics, ranging from 0 (worst) to 1 (best).
After classification, we also performed feature selection in WEKA based on the IG of each feature, yielding a ranked list of the most relevant predictors. The ranked list informed us of the importance of each predictor, especially the cultural predictors.
The input predictors included all 8 demographic, 7 attitudinal and 4 contextual features, and also country, language and Hofstede's 6 cultural dimensions. The outcome of our classifier was binary, indicating whether or not participants accept the collection of their personal data in a given scenario. Some of the cultural predictors were highly correlated, such as power distance and individualism. Multicollinearity was however not reduced in our analysis. Our main goal was to examine the prediction improvement using different sets of predictors, and reduction of multicollinearity would not improve the prediction performance [37] .
Generalized linear regression methods
Aside from the decision tree models, we also built Generalized Linear Mixed Effects Models (GLMMs) to explore whether we need to consider the effects of contextual and attitudinal predictors differently in different cultures (RQ3). Since the responses of participants in the same country may be associated in our dataset, and since each participant's responses to the 6 scenarios may also be associated, our GLMM accounts for the within-group/subject association via the introduction of random effects at both the country and the individual level. We used the software package R and specifically the lme4 library for GLMM. We specified a logit link function since our outcome variable is binary. We converted the categorical variables into dummies and normalized the continuous variables. To select models, we used analysis of deviance to examine the model fit. The outcome variable is the acceptability of the scenarios. Due to the high correlation among Hofstede's dimensions, we did not include all 6 dimensions in one single model. Instead, only one cultural dimension was entered at a time. Contextual factors and attitudinal factors were entered separately. Thus, we developed 6 regression models containing interaction effects between one of the 6 cultural values and all 4 contextual factors, and another 6 regression models containing interaction effects between one of the 6 cultural values and all 7 attitudinal factors. We controlled demographic factors in the models.
Results
Supervised learning results
In this section, we answer RQ1 and RQ2 using supervised machine learning.
Performance of culture-related factors
Our main results regarding the performance of culturerelated factors are presented in Table 1 . The 7 baseline models in our experiments are those without any culture-related predictors. We add country, language and cultural dimensions one by one to the baseline models to test whether the addition of culture-related factors improves the overall performance of the classifiers.
When country of residence is added as a predictor, the accuracy and F-measure generally improve. Country has the same top-ranked information gain as some of Hofstede's cultural dimensions (see Table 2 ).
The language variable has five values, English, Chinese, French, Swedish and German. It distinguishes between the two languages spoken in Canada (French and English), but not between countries that share a language (e.g. UK, US, Australia, India and a part of Canada). The language variable thus provides different information compared to the country variable. When language is added as a predictor, the accuracy and Fmeasure also improve compared to the baseline, but language provides less information gain. When Hofstede's cultural dimensions are added to the baseline features, the accuracy and F-measure are overall higher than when either language or country is added. The two exceptions are when the baseline features are purely demographic or purely attitudinal: Hofstede's cultural dimensions then do not outperform country or language as predictors. Most importantly, we find that adding Hofstede's cultural dimensions to all the baseline features is better than adding country or language. Adding country, language, or even both, does not further improve the accuracy and F-measure when Hofstede's cultural dimensions are already among the baseline features. Table 2 describes the results from feature selection. First, if there are no contextual features in the baseline (i.e. demographic + attitudinal + all culture-related features), the five most relevant features are all culturerelated (i.e. they have the largest information gain). Second, if contextual features are included, the most relevant feature is the combination of the type of personal data being collected, the collection method and the device from which data is collected, followed by the same five culture-related features. Inspecting our Decision Tree models, we also observe that the culture-related features are at the top levels of the tree structures. Overall, culture-related features are very impactful on the classification. 
Comparison of Hofstede's cultural dimensions
In Section 4.1.1, we found that Hofstede's cultural dimensions outperform language and country as predictors of acceptability in almost all cases. In this section, we analyze which of the 6 cultural dimensions perform(s) best. Our results are detailed in Table 3 . We include all the baseline features and add Hofstede's cultural dimensions one by one. Adding power distance, individualism, uncertainty avoidance, and indulgence to the baseline improves the accuracy and F-measure of the model. Particularly, adding either individualism or indulgence results in the same performance as adding all of Hofstede's cultural dimensions, and is thus sufficient for achieving top performance. Additionally, feature selection (Table 2) shows that uncertainty avoidance, individualism, indulgence, and power distance are more relevant (i.e. have a larger information gain) than pragmatism and masculinity. 
Robustness analysis
We conclude our supervised learning study with three robustness analyses. First, to ensure that the above results are not limited to Decision Trees, we also try other algorithms, such as Naive Bayes, Logistic Regression and k Nearest Neighbors (k-NN). The results are shown in Table A3 in the Appendix. The results from Logistic Regression coincide with the results from Decision Tree, in that Hofstede's cultural dimensions outperform country and language when added to the baseline features. Using Naive Bayes and k-NN yields different results: for these algorithms, the performance gets worse when adding country, language or Hofstede's dimensions. This somewhat surprising result may be due to overfitting in these models. Second, to ensure that our results are not unduly influenced by a single country, we run each model 8 more times, each time with one country excluded. We find that the results stay the same. Third, to ensure that our results are not limited to Hofstede's cultural dimensions, we also try Schwartz's framework of cultural values [41] and the Global Leadership and Organizational Behavior Effectiveness (GLOBE) cultural competencies [24] . In both cases we can replicate our result that adding cultural factors improves prediction accuracy more than adding country of residence or language spoken. When using Hofstede's dimensions, optimal prediction accuracy was reached by adding either individualism or indulgence. Similarly, embeddedness or egalitarianism can be added for optimal accuracy when using Schwartz's framework, and a combination of assertiveness, gender egalitarianism, and either future orientation or humane orientation when using GLOBE. This matches Schwartz's finding that Hofstede's individualism is positively correlated with egalitarianism and negatively with embeddedness [41] , as well as Hofstede's finding that GLOBE's future orientation and gender egalitarianism are positively correlated with individualism [18] . Thus, individualism, egalitarianism, embeddedness, future orientation or gender egalitarianism can better predict acceptability than other cultural dimensions.
Regression results
To explore whether the impact of context and attitude on acceptability of personal data collection varies along cultural dimensions, we examine the interaction effects between individualism and contextual/attitudinal factors (RQ3). While almost all the six cultural dimensions have significant interaction effects with contextual and attitudinal factors, we only report models using individualism, because: 1) the effect size of these interaction effects is comparatively large; 2) individualism, power distance, and uncertainty avoidance are highly correlated [21] ; 3) it is in line with our supervised learning result that individualism is one of the most relevant cultural factors; and 4) individualism has been well studied to distinguish culture and societies [47] .
The general structure of the regression models including interaction effects between individualism and contextual factors is the following:
where,
The results from analysis of deviance in Table 4 show that adding individualism significantly improves the model fit, and so does adding the interactions of individualism with the contextual predictors. In the next sections, we will interpret the interaction effects in more detail. To compare the effects of contextual variables in countries with different individualism levels, we compute the odds ratios (OR) for China (CN), India (IN), Germany (DE), Canada (CA) and US, since Australia and the UK have similar individualism as US, and Sweden as Germany (see "Hofstede's cultural values" in Table A2 ).
Interaction effects between individualism and usage purpose of the data
We find that the effect of usage purpose is significantly different between countries with different levels of individualism. Table 5 and Figure 2 show that the probabilities of acceptability decrease more strongly in individualistic countries than in less individualistic countries when the usage purpose changes from "as I agreed" to "to autonomously make decisions for me" or "to customize the options presented to me". For example, in more individualistic countries like US, the odds of accepting data collection in order "to autonomously make decisions for me" are predicted to be 88.9% lower than when the usage purpose is "as I agreed". But in less individualistic countries like China, the odds are only 50.6% lower. In the US, the odds of accepting data collection in order "to customize the options presented to me" are predicted to be 73.6% lower than when the usage purpose is "as I agreed". But in China, the odds are only 44.1% lower. tivistic countries. The effects of different types of value exchange are stronger in countries with lower levels of individualism. For example, in the US, the odds of accepting data collection when it "benefits the community" are predicted to be 23.6% higher than with "no other benefit". But in China, they are 128.3% higher. Likewise, the odds of accepting data collection when it "saves me time or money" are 57.8% higher than with "no other benefit" in the US, while they are 142% higher in China. Finally, the comparative odds for "a unique or compelling value" are 57.7% higher in the US but 153.3% higher in China. As shown in Figure 3 , the probabilities for "benefits the community", "saves me time or money" and "a unique or compelling value" are fairly similar in less individualistic countries. When the value exchange switches from any of the three to "no other benefit", the probabilities of acceptability decreases pronouncedly in less individualistic countries but stays roughly the same in individualistic countries. The overall tendencies of "saves me time or money" and "a unique or compelling value" are similar. "Benefits the community" is a significantly less acceptable value exchange in highly individualistic countries.
Interaction effects between individualism and value exchange from data collection
Interaction effects between individualism and
collecting entity Table 7 shows that there is a significant interaction between individualism and the type of entity that collects users' personal data. Compared to "a service provider that provides free services" (increasingly the most common type of service provider on the web), certain collecting entities have a negative interaction with individualism (italicized in Table 7 ): people in collectivist cultures such as China and India are relatively more accepting of data collection performed by the government, an employer or a foreign service provider than people in individualist cultures such as the US and Canada.
Other recipients have a positive interaction with individualism (bolded in Table 7 ): people in individualist cultures are relatively more accepting of data collection when they either pay for, or already have an existing relationship with the service provider. Compared to "a service provider of free services, the acceptability of "unfamiliar" and "well-known" service providers as well as ones "in my country" is not affected by individualism.
Interaction effects between individualism and collection methods
Collection methods include 15 different categorical values. The interaction between collection method and individualism is significant (see Table 8 ). In a more detailed comparison, the odds of accepting data collection of bank account numbers, government issued ID, and medical history are lower from mobile devices than from computers. In more individualistic countries, however, this decrease of odds is much stronger than in collectivist countries (see Table 9 ). When the data type is location and contact list, the odds of accepting data collection are predicted to be 24.1% higher in the US if the data collection occurs on a computer rather than a mobile device, but 10.6% lower in China. This indicates that users in more individualistic countries are more willing to provide location and contact list through computers while users in less individualistic countries preferably through mobile devices. When the data type is a photo or video image taken of them, users in more individualistic countries are relatively more accepting if it is taken in public, while users in collectivist countries accept it more at work. In all countries, users find it relatively unacceptable if a person that they know can provide their photo or video image.
When the data type is purchase history, the acceptance odds in the US are 9% lower when it is collected to generate other information about the user than when the data is only collected as a byproduct. The odds are 17.3% higher in China though.
Interaction effects between individualism and attitudinal factors
Finally, we also built models with interaction terms between attitudinal factors and individualism, to explore whether the impact of privacy attitudes on privacy decisions varies in different cultures. The equation structure is similar to that of contextual factors: Table 9 . Odds ratios of collection methods × IND.
and individualism are significant except for "perception of personal information (narrow)" (see Table 11 ). We find the interactions between "perception of third-party accountability" and individualism, and "perception of personal information (broad)" and individualism, particularly interesting (bolded in Table 12 ). For example, for a one-unit increase in participants' perception that a third party is accountable for personal data collection, the odds of acceptability are predicted to be 38% higher in the US, whereas they are 33% lower in China. For a one-unit increase in participants' perception that broad personal data, such as photos, or employment history, can be used to identify them by service providers, the odds of acceptability are 31% higher in China, but there is no appreciable effect for the US (a mere 2% decrease). This indicates that the attitudes towards third-party accountability regarding personal data collection and the acceptable use of broad personal data have different consequences for the acceptability of data collection in different cultures.
Discussion
In this study, we examine the effect of culture on privacy decisions by building an integrated, cross-cultural prediction model of users' acceptability regarding the collection of their personal data. We find that incorporating culture-related predictors, such as country of residence, language, and Hofstede's cultural dimensions, can aid in improving the prediction accuracy when added to demographic, attitudinal and contextual predictors. Hofstede's dimensions -particularly individualism and indulgence -outperform country and language predictors in terms of prediction performance. Uncertainty avoidance, power distance and pragmatism also significantly differentiate users' acceptability. Additionally, we find that the impact of contextual and attitudinal predictors varies in different cultures. Although further studies with more countries are needed to create a comprehensive list of culturally-dependent effects, we highlight the following interesting cultural contrasts (see Table 13 ): Our study confirms previous findings that contextual factors are important predictors of users' privacy decisions. Previous research has shown that collection method [43] , device, and data type [36, 42] relate to consumers' beliefs and behavioral responses to privacy threats. Our study also largely confirms that culturerelated factors have a significant impact on users' privacy decisions. However, compared to previous work, our supervised learning approach is unique in its ability to test the improvement in predicting users' acceptability by adding cultural predictors in an integrated model. In contrast, Milberg et al.'s [31, 32] work focuses on the particular effect of cultural predictors on users' privacy concerns (data collection, unauthorized secondary use, errors and improper access) without considering contextual and attitudinal predictors.
Altman's work provides a possible explanation for the improvement that culture makes to the prediction of users' privacy behaviors: according to Altman's theory, the behavioral mechanisms to control the accessibility to oneself are "unique to the particular physical, psychological and social circumstances of a culture" [3] . Altman argues that different cultures have developed distinct mechanisms for regulating behaviors with strangers, acquaintances, and families, which en- Note: "+" means "increase acceptability more strongly" and "-" means "decrease acceptability more strongly". ables people to control their accessibilities [3] . Hofstede also suggests that "culture" is comprised of firmly held beliefs that guide people's attitudes and behaviors [20] . Thus, culturally distinct beliefs may govern users' privacy decisions, creating the culturally distinct patterns of behavior that are captured by our models. This study also demonstrates the superiority of Hofstede's cultural dimensions over country of residence and language in predicting privacy behaviors. No prior work has empirically found this result; most crosscultural privacy studies apply Hofstede's cultural dimensions without making such comparisons [7, 11, 13, 31] .
We also confirm the effect of each cultural dimension in improving the prediction accuracy. This is to some degree similar to Milberg et al.'s [32] results that power distance, individualism and uncertainty avoidance have a significant effect on people's overall level of information privacy concerns. Power distance may be a relevant predictor of privacy decisions because it influences how tolerant people are when authorities violate their privacy. Similarly, individualism may be a relevant factor because people in individualistic cultures have a relatively higher regard for their personal privacy [51] . Indulgence, however, is an understudied cultural predictor in previous privacy research, not the least since it was only introduced around 2010. But it turns out to be a strong predictor in our supervised learning results (see Section 4.1.2). Indulgence is characterized by "personal life control" and "importance of freedom". To protect their freedom, individuals may resist having their personal space or privacy invaded [10] . Thus, privacy protects freedom and control over personal life. This may possibly explain why indulgence has impact on acceptability.
The interaction effects between contextual factors and culture are our unique contributions, as no previous research has proposed them. Contextual predictors have different impact on acceptability between individualistic and collectivistic countries. This may be due to the different cultural traditions and beliefs. For example, people in individualistic countries value their individual rights and privacy, thus they are more reluctant to accept the data collection even if it brings them benefits such as saving me time or money, presenting compelling value or benefitting the community. On the other hand, people in collectivistic societies find it acceptable to disclose personal information to the government or employers. Research has shown that members of collectivist societies are guided more by group norms and traditional authority [47] . They tend to subjugate individual rights and goals for a sense of commitment to the group and of self-sacrifice for the common good. Thus people in such cultures will agree to data collection performed by the government or employers. However, in individualistic societies this is unacceptable. In Elazar's [48] description of an individualistic culture, government is viewed as "instituted for strictly utilitarian reasons, to handle those functions demanded by the people it is created to serve". Thus, people in such cultures may feel less obligated to disclose personal information to the authority if there is no specific demand for it. People in individualist societies are more willing to disclose their data to paid services or services that they have an existing relationship with. This may be because people in individualist societies are more comfortable with contract-based relations. They are more likely to accept the data collection if an agreement has been formally established.
Another highlighted interaction effect is that users in individualistic countries prefer data collection through computers, while users in collectivist countries prefer it through mobile devices. Zhang et al. [52] have found that perceived usefulness is more important in western culture while perceived ease of use is more important in eastern culture. This finding may give rise to an explanation, namely that users in individualistic countries may find computers more useful and more suited to control the disclosure of personal data, while users in collectivistic countries may view mobile devices as easier to use in data disclosure. Additionally, people in individualistic countries are more comfortable if their photo or video image is taken in public, while users in collectivist countries accept it more at work. The latter may again be explained by the fact that people in collectivist countries feel more group commitment at their workplace and are willing to sacrifice their own privacy for the group norms and goals.
One limitation of our study is that we only have data from 8 different countries. Although they are representative to some extent of the existing privacy/data protection landscape and social/cultural attitudes, our study would have been more complete if more countries were surveyed. A second limitation is that the outcome variable measures participants' acceptability of the different information disclosure scenarios. Although people's perception or intent is closely related with actual behavior [2] , especially when both are measured in a specific context, studies have shown that users may behave in ways that seemingly contradict their stated personal information disclosure intentions [35] . However, since we cannot implement real-world scenarios to collect participants' actual behavioral response due to time and cost, this is the closest reaction that we can get. Our work is in fact a step beyond previous research on privacy and culture, which has mainly considered general privacy attitudes or concerns rather than contextspecific behaviors or behavioral intentions. We will attempt to examine actual behavior in future research to get more precise insights into how culture influences privacy decisions.
Hofstede's cultural dimensions have been criticized for equating culture with nation, lacking representativeness, not being exhaustive, and reducing culture to numbers and dimensions, while culture may be more accurately viewed as an integrated system of ideas and values [6] . Hofstede's cultural framework is however one of the most widely used cultural frameworks to measure culture in psychology, sociology, marketing, management, etc. His sample is the most comprehensive to date. The dimensions emerged from factor analysis on data related to work goals. Studies that replicated his work were on different domains of values in different samples, but reached significant convergence with most of Hofstede's dimensions, especially individualism and power distance [12, 44] . Other studies have proposed different sets of cultural dimensions, but were also shown to be significantly correlated with Hofstede's dimensions [41] . We tested Schwartz's framework of cultural values and the Global Leadership and Organizational Behavior Effectiveness (GLOBE) cultural competencies in our machine learning studies. They did not exhibit major differences from using Hofstede's dimensions. Additionally, Hofstede's cultural dimensions have been validated by establishing the significance of their correlations with geographic and social indicators as well as measures of economic development.
Unfortunately, hardly any cultural dimension data have been collected as yet at a regional level. Three of the countries in our survey have areas with distinct native languages, and those areas may possess somewhat different cultures. Studying privacy prediction and cultural interaction at such a finer granularity would be an interesting extension of our work.
Implications for Privacy Research and PET
This study provides several implications for future privacy research and privacy-enabling technology. It highlights the need to consider the cultural background of participants when examining the determinants of information privacy concerns or defining privacy-related policies. Privacy studies should either be explicitly restricted to a single culture, or the cultural background should be controlled for. It is also better to use cultural frameworks to measure cultural background than using country or language.
Another implication for practitioners, especially organizations that operate globally, is that users' acceptance of personal data collection is different in different cultures, even given the same context. For example, users in individualist countries may find it acceptable to disclose personal data to a service provider that they pay for. The same may be unacceptable in collectivist countries though, and service providers will need to take this into account when establishing privacy poli-cies. Similarly, users in individualist countries may find it acceptable to share their current location through a computer, while users in collectivistic countries through a mobile device. Thus, organizations may need to tailor their data collection methods to different cultures in an effort to make users feel more comfortable.
Moreover, our results also show that the links between attitudes/opinions and behaviors are culturally different. Certain beliefs (e.g. about accountability and identifiability) have opposite effects in individualist and collectivist cultures. This cultural variability of attitudinal effects may be yet another reason for the existence of the privacy paradox [35] , i.e. the surprisingly weak link between privacy attitudes and behaviors. It also warns researchers that designs, policies, or technical interventions that are created to increase the acceptability of disclosure by countering such beliefs in one culture may be completely counter-productive when implemented in another culture. For example, informing users that third-party companies are accountable for the collection, access and use of personal data in individualistic countries like US will make them more likely to disclose. But such intervention will bring counter-productive effect in collectivistic countries like China.
Our study also implicates the development of privacy decision-support systems [16, 27] . As users' information disclosure decisions are highly dependent on the context, context-aware privacy decision-support systems assist users based on contextual cues, such as location, device, etc. Our study suggests that cultural background needs to be incorporated as an additional factor if these systems operate globally. For example, the system can determine the users' country based on IP address, and get their cultural values. Together with other contextual cues, such as location, device, etc., it can make a customized recommendation to users tailored to their specific cultural background and context, when some third-party is requesting the users' personal information.
Conclusion
To examine the impact of cultural background on privacy decisions, we built models based on survey data of 9625 participants from 8 different countries to predict the acceptability of personal data disclosure. Using supervised machine learning, we demonstrated that adding cultural indicators significantly improves prediction accuracy. Using GLMM regression, we also demonstrated that the impacts of contextual and attitudinal factors vary by culture. We suggest that users' cultural background should be taken into account in future privacy research and practice. Standardized factor score based on participants' agreement on a 7-point scale (strongly disagree -strongly agree) to the following items:
A Appendix
• Technology is important to me for staying organized (e.g. scheduling, planning)
• Technology is important to me for having fun / being entertained
• I embrace technology and social media (e.g. blogs, Twitter, Facebook) to connect with others and express myself in new, interesting, and fun ways
• It's important for me to have Internet access when I am "on-the-go" -away from home or work
• I am constantly on the go, and my computer has to keep up so things like quick connectivity, fast start up / resume, and battery life are important
• It is important for me to be able to keep my files and information (e.g. calendar, pictures, music, contacts) in sync across all my devices (e.g. computer, phone)
• My mobile phone / smartphone should help me get work done when and where I want Perception of thirdparty accountability (Numeric) Standardized factor score based on participants' selection of the following answers to the following check-all-that-apply question:
"Which of the following do you believe companies (without *) / the government (with *) should be accountable for regarding the collection, access and use of your personal information?"
• Being transparent as to how your personal information will be used Standardized factor score based on participants' selection of the following answers to the following check-all-that-apply question:
"Which of the following do you consider to be personal information that could be used to identify you by service providers such as online retailers, social networking sites, government agencies and businesses, including their mobile applications?"
• Full name Standardized factor score based on participants' selection of the following answers to the following check-all-that-apply question:
"Which of the following do you consider to be personal information that could be used to identify you by service providers such as online retailers, social networking sites, government agencies and businesses, including their mobile applications?" Standardized factor score based on participants' answer on a 7-point scale (extremely unlikelyextremely likely) to the following statements:
"When you provide your personal information to a service provider, how likely is each of the following to happen to you?"
• Your financial information (e.g. credit card number, bank account number) will be stolen
• Your online identity will be compromised
• Your account will be compromised Perception of social threat (Numeric) Standardized factor score based on participants' answer on a 7-point scale (extremely unlikelyextremely likely) to the following statements:
• Your reputation with your peers and/or family will be damaged • You will be discriminated against or penalized
• You or your family will incur physical harm Importance of notice and control (Numeric) Standardized factor score based on participants' answer on a 5-point scale (not at all important -extremely important) to the following statements:
• Ability to control how my personal information is used when it is collected
• Ability to control how my personal information will be used after it is collected
• Knowing how my personal information will be used
• Knowing who will use my personal information
• Receiving benefits that are valuable to me (e.g. a financial reward, enhanced service, convenience)
• Knowing that service providers will be held accountable for how my information is handled The extent to which the less powerful members of institutions and organizations within a country expect and accept that power is distributed unequally. The higher the score, the more acceptable to inequalities.
Individualism (Numeric)
The degree of interdependence a society maintains among its members. The higher the score, the more individualistic its people are.
Masculinity (Numeric)
What motivates people, wanting to be the best (masculine) or liking what you do (feminine). The higher the score, the more the society is driven by competition, achievement, and success.
Uncertainty Avoidance (Numeric)
The extent to which the members of a culture feel threatened by ambiguous or unknown situations and have created beliefs and institutions that try to avoid these. The lower the score, the more comfortable people feel with ambiguity and unknown situation.
Pragmatism (Numeric)
How every society has to maintain some links with its own past while dealing with the challenges of the present and future? The higher the score, the more likely they depend on past to prepare for the future.
Indulgence (Numeric)
The extent to which people try to control their desires and impulses, based on the way they were raised. Relatively weak control is called "indulgence" and relatively strong control is called "restraint". The higher the score, the more indulgent a society is.
Outcome variable
Acceptable or not (Binary) Whether the scenario as described would be acceptable or not acceptable. Table A3 . Accuracies and F-measures using different algorithm.
